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1 Basic ideas of the GDPR 
1.1 Origins 
The General Data Protection Regulation of the European Union (GDPR) is part of a 
comprehensive data protection reform which was first presented in January 2012. 
The GDPR is the successor to the Directive 95/46/EC which dates from the year 
1995. At the time, this set the minimum standards for data protection in all of the 
member states. The GDPR is no longer a directive. From 25th May 2018 it will apply 
directly in all of the member states. 

1.2 Objectives 
The GDPR creates a uniform standard on how private enterprises and public 
bodies are expected to handle personal data within the EU. In this respect, the 
legislator wishes to achieve two objectives: To ensure the protection of this data 
and to ensure the transfer of data traffic within the EU. 

In addition to this, the GDPR should also ensure that leaks and breaches of data 
are identified more rapidly. It also provides for the imposition of some 
considerable monetary fines in cases of infringement. 

1.3 Validity 
Another important point is that the GDPR applies to all enterprises, regardless of 
where they are based. The GDPR applies as soon as a company processes data 
from EU citizens who are situated in the territory of the EU. This means that service 
providers from the USA will no longer be able to use the excuse they are exempt 
from that European law. 

In addition to this, the GDPR does not discriminate between digital or analogue, 
which means it generally applies to all channels. 
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2 The key terms and their relevance 
The GDPR provides a definition of the key terms in Section 1, Article 4. It also 
includes legally-binding declarations. In other words: These are the formulations 
with which judges and lawyers will be dealing with over the years to come. 

At this point, we not only wish to define these terms, we also wish to highlight their 
relevance to you. We also wish to practically address the question of what these 
terms mean for you. In this respect, this part isn’t just a glossary, but provides an 
initial glance at the key provisions of the GDPR, and you will gain an initial insight 
into what you must prepare for. 

The «Consent» clause, for example, specifically relates to when it is required and 
how it is to be implemented. 

2.1 Recitals 
In the following text, we not only address the question of what the articles of the 
GDPR themselves state, but also look at some of the «Recitals», which number 
more than 170. As a general rule, these describe the intention behind the legal 
provisions and provide a more detailed description of certain points. This means 
they can be very useful for gaining a better understanding of the «why». 

The recitals describe the original train of thought which led to the legal text. 

2.2 Opening clauses 
«Opening clauses» are frequently discussed in the context of the GDPR, which isn't 
entirely correct, however, and the EU itself avoids using this term. The correct term 
is «regulatory framework». And the difference is also important: Opening clauses 
would mean that EU member states could pass laws which are contradictory to 
the GDPR. However, that is not the case. On the contrary, at some points, either a 
certain flexibility is available, or the precise implementation is left to the member 
states. 

An example: In Article 8, the age is specified at which a child can consent to the 
processing of their data without their parents’ approval. This is generally 16 years 
of age, but can also be reduced to 13. A certain degree of lassitude is also available 
here. 

Or in Article 85, the member states are responsible for reconciling the GDPR with 
the right to the freedom of expression. The precise way in which this is achieved 
is left to the governments. 
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In this respect, another good example is Article 88, which covers the data 
protection arrangements for employees. Accordingly, the member states can pass 
more specific rules «by law or by collective agreements». 

2.3 Personal data 
This is a very important term. And one for which the following question arises: 
When do data relate to an individual, i.e. a person, and what makes a person 
identifiable? 

Put in simple terms, it means information which has an obvious reference, such 
as a name or an address. In other words, data with which the direct identification 
of a person is possible. This includes their name and address, for instance. It may 
also include the private or business email address or the professional position, 
however. 

The GDPR also refers to information which allow a person to be identified 
indirectly. This can occur in cases where data from a variety of sources are 
combined, for example. For this reason, according to the judgement of the 
European Court of Justice, the IP address of an individual person’s computer is 
considered to be personal. At first glance, it doesn't reveal to whom it belongs. If 
one compares it with the information of the internet service provider however, it 
is at least possible to determine the appropriate customer. 

When are data considered to be personal data? 

It isn’t always possible to provide a clear answer to the question of whether data 
are personal data or not. In the further explanatory notes, recital 26 states that to 
determine this, «account should be taken of all the means reasonably likely to be 
used to identify the natural person directly or indirectly». In this respect, the 
overall costs and the amount of time required for identification also come into 
play. Furthermore, «the available technology at the time of the processing and 
technological developments are also to be considered». 

In other words: The possibility of identifying a person from a data record using 
technological methods does not automatically mean that such data are personal 
data. This question is ultimately left to the judge to determine. Furthermore, 
technological progress also means that increasing amounts of data could 
potentially be considered as personal data. 

According to the judgements of the European Court of Justice, all data which has 
not been rendered completely anonymous or which refers to the enterprise itself 
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are considered to be personal data. This only leaves statistical data and data which 
exclusively relates to the enterprise. 

Data subject to pseudonymisation and data rendered anonymous 

In recital 29, special reference is made to the «pseudonymisation of data». If a 
person has only been assigned a number, for example, it is not possible to identify 
them directly without further information. In this case, it is necessary to ensure 
«that additional information for attributing the personal data to a specific data 
subject is kept separately». 

If the data at hand has been rendered completely anonymous, such data is not 
generally covered by the regulation. Information of this kind can therefore be used 
freely for scientific research or statistics. 

2.4 Processing 
In the GDPR, the «processing» of personal data has a very far-reaching meaning. 
It refers to the collection and recording of data, as well as its erasure and 
everything that takes place in between. In this respect, it is immaterial as to 
whether this takes place on a manual or automated basis. In Article 4, the following 
are stated by way of example: «the collection, recording, organisation, structuring, 
storage, adaptation or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available, the alignment or 
combination, restriction, erasure or destruction». 

An enterprise which arranges for the external processing of its data hires a 
«Processor». Further information is provided below. 

2.5 Profiling 
This means activities which entail the automated processing of data with the 
objective of gaining a picture of a person or making forecasts about this 
person. Specific reference is made to «performance at work, economic situation, 
health, personal preferences, interests, reliability, behaviour, location or 
movements». As stated in recital 30, a person can also be identified through 
«online identifiers such as internet protocol addresses and cookie identifiers». 
«This may leave traces which, in particular, when combined with unique identifiers 
and other information received by the servers, may be used to create profiles of 
the natural persons and identify them.» 

According to recital 91, «large-scale processing operations» which involve 
«considerable amounts of personal data» are considered to be particular 
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problems. The same applies to activities which «entail a high risk to the rights and 
freedoms of data subjects». 

This is also important in terms of the «data protection impact assessment» which 
is discussed below. 

2.6 Pseudonymisation 
As referred to briefly above: The pseudonymisation of data means personal data 
whose assignment to a specific person has been rendered more difficult. This 
can occur, for example, in cases in which the information has been assigned with 
a code number instead. It is only possible to determine which code number 
belongs to which person by consulting a separate listing. 

In this respect it is important for such information to be stored separately. In 
addition to this, according to Article 4, technical and organisational measures are 
required «in order to ensure that the personal data are not attributed to an 
identified or identifiable natural person». 

Recital 38 states that the application of pseudonymisation to personal data can 
reduce the risks to the data subjects concerned, «and help the controllers and 
processors to meet their data protection obligations». 

This certainly doesn’t mean that other data protection measures should therefore 
be omitted, however. This does not ultimately apply if the data subject to 
pseudonymisation enable an individual person to be identified. In this respect, 
please refer to the above information on «personal data». 

2.7 Special categories of data 
The GDPR makes repeated mention of the «special categories of personal data» 
which require an appropriately strict degree of protection. These are defined in 
Article 9, paragraph 1. 

These include data «revealing racial or ethnic origin, political opinions, religious or 
philosophical beliefs, or trade union membership». They also include genetic data, 
biometric data «for the purpose of uniquely identifying a natural person», data 
concerning health or data concerning a natural person's sex life or sexual 
orientation. 

The processing of such data is generally prohibited. As we will also see below, 
the GDPR generally constitutes what is known as a «prohibition unless otherwise 
authorised». This means that all processing of data is prohibited unless consent 
or standard legal permission is provided. 
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Conditions are then listed which nevertheless allow for the processing of the data: 

• If the data subject provides their consent. In this case however, it is 
necessary to check whether the strict requirements for the effectiveness of 
the consent have been fulfilled and no other laws stand in the way of the 
consent. 

• Insofar as it entails exercising rights in the field of employment law, social 
security and social protection law. 

• If the processing is necessary so as to protect the vital interests of the data 
subject or of another natural person where the data subject is physically or 
legally incapable of giving consent. 

• Insofar as it is a «foundation, association or any other not-for-profit body 
with a political, philosophical, religious or trade union aim». This processing 
of data must then take place «in the course of its legitimate activities». In 
addition to this, it may only relate to members or former members or 
«persons who have regular contact with it in connection with its purposes». 
Last but not least, such data may not be disclosed without the consent of 
the data subject. 

• If the processing relates to data «which are manifestly made public by the 
data subject». 

• If the processing «is necessary for the establishment, exercise or defence of 
legal claims or whenever courts are acting in their judicial capacity». 

• Insofar as it is necessary «for reasons of substantial public interest». In this 
case, strict rules apply, however. In this respect, the processing must be 
«proportionate to the aim pursued», «respect the essence of the right to 
data protection», and provide for «suitable and specific measures to 
safeguard the fundamental rights and the interests of the data subject». 

• Insofar as it is required for healthcare or occupational medicine, for 
assessing the ability of an employee to work, for example. 

• Also «for reasons of public interest in the area of public health», i.e. 
concerning epidemics or the safety of medical products. 

• Under certain conditions, «for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes». 

 

Specialist personal data also includes information relating to criminal 
convictions and offences. See Article 10. They can only be processed under the 
control of official authority or when the processing is authorised by another law 
providing for «appropriate safeguards for the rights and freedoms of data 
subjects». 
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2.8 Controller 
In the GDPR, who is responsible for what is very important. This is linked to the 
aspiration to achieve transparency for users. We discuss this in further detail 
under the «obligation to provide information» heading below. 

In terms of this regulation, a Controller may not just be a natural person, but also 
a «legal person, public authority, agency or other body which, alone or jointly with 
others, determines the purposes and means of the processing of personal data». 

Collective responsibility 

If decisions are taken collectively, collective responsibility ensues. Accordingly, as 
stated in Article 26, a «transparent agreement» is required as regards who has the 
respective obligations. Above all else, this relates to the rights of the data subjects, 
and the aforementioned obligation to provide information according to Articles 13 
and 14. 

According to Article 26, paragraph 2, the agreement must «duly reflect the 
respective roles and relationships of the joint controllers vis-à-vis the data 
subjects». 

2.9 Processor 
Almost nobody wants to operate their complete infrastructure with all of its 
functions by themselves. Most will make use of services from external service 
providers in one form or another. This means in such cases and in other cases, 
they will work with a «Processor». According to Article 4, such a person can be a 
«natural or legal person, public authority, agency or other body». 

Article 28 addresses this subject in further detail. The necessity of choosing the 
correct partner is clear from the first paragraph: They must provide «sufficient 
guarantees» to process the data in compliance with the requirements of the 
GDPR and to ensure the protection of the rights of the data subject. Recital 
81 furthermore states that above all else, it is necessary to critically consider «the 
expert knowledge, reliability and resources» of the Processor. In this respect, a 
certification is mentioned as a possible form of evidence. 

The collaboration also requires a contract or «another legal instrument». This 
should include the following: «the subject-matter and duration of the processing, 
the nature and purpose of the processing, the type of personal data and 
categories of data subjects». A list with the further contents to be required is 
provided in Article 28, paragraph 3. This is the Processor contract, which is known 
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as a data protection agreement (DPA). Many service providers, such as Google, 
already have a sample DPA document for this purpose. 

In this respect, it is important that a Processor is not a third party in terms of the 
GDPR. On the contrary, a Processor is managed along the lines of an internal 
department of the Data Protection Controller. This means that the data subjects 
do not have to be informed by the actual Processor. It therefore amounts to 
privileged treatment. This must be «earned», however, with the conclusion of a 
DPA Agreement. 

In addition to the processing and collective liability, there is also a «normal» 
transferring of data to third parties. The details are disputed, however, and cannot 
all be stated at this point. Of considerable interest to this topic, however, are brief 
papers 131  and 162 of the data protection conference, an association of the 
German data protection authorities. 

2.10 Consent 
As mentioned above in detail, the GDPR constitutes what is known as a prohibition 
unless otherwise authorised: All processing of data is prohibited unless consent 
or standard legal permission is provided. In this respect, there are different 
reasons as to why authorisation to process personal data may be provided. They 
are listed in Article 6, paragraph 1. The first item there is «Consent». 
Unsurprisingly, that means that the data subjects themselves decide. In cases of 
doubt, it is necessary to be able to demonstrate that one has obtained such 
consent. 

Conditions for a case of valid consent 

Moreover, there are also further conditions so that such consent actually applies. 
The definitions in Article 4, for example, state that it should be «freely given» and 
«specific to the case». It must also be given in an «informed» and «unambiguous 
basis» way. 

Recital 32 emphasizes that the consent must be «clear». This may occur by «ticking 
a box when visiting an internet website», for example. Silence, pre-ticked boxes or 
the «inactivity of the data subject» are not considered to constitute consent, 
however. 

Further explanations are provided in Article 7. In this respect, paragraph 2 
addresses situations in which the user is presented with further information in 
                                                                    
1 https://www.lda.bayern.de/media/dsk_kpnr_13_auftragsverarbeitung.pdf 
2 https://www.lda.bayern.de/media/dsk_kpnr_16_gemeinsam_verantwortliche.pdf 
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addition to this consent. This could be an order form, for instance. In such a case, 
the request for consent shall be presented «in a manner which is clearly 
distinguishable from the other matters, in an intelligible and easily accessible 
form, using clear and plain language». 

The consent must be necessary and freely given 

According to Article 7, paragraph 4, it is also important for the consent to actually 
be necessary. Only then is it «freely given». This consent cannot therefore simply 
be associated with some kind of offer or some kind of service. It must be both 
necessary and freely given. In this respect, according to recital 42, it is of decisive 
importance that the person has «a genuine or free choice and is able to refuse or 
withdraw consent without detriment». According to recital 43, above all else, this 
is conceived for situations in which «a clear imbalance exists between the data 
subject and the controller». 

Withdrawal is as straightforward as consent 

Article 7, paragraph 3 is certainly important. This states that the data subject is 
able to withdraw their consent for the future «at any time». It also states that it 
must «be as easy to withdraw as to give consent». With a withdrawal of this kind, 
the data processing that has occurred until then continues to be legitimate, about 
which this person must be informed accordingly. 

2.11 Representative 
Under certain circumstances, those who do not have an establishment within the 
European Union require a representative. According to Article 27, paragraph 3, 
this must be «established in one of the member states». And not just in any 
member state: It must be in one of the member states in which they actually have 
customers. Or, as expressed by the GDPR: The representative shall be 
established in one of the member states where the data subjects «whose 
personal data are processed in relation to the offering of goods or services 
to them, or whose behaviour is monitored, are». This representative is 
conceived as a contact point for public authorities and data subjects, and should 
also ensure compliance with the GDPR. 

There are some exceptional cases in which a representative is not required. In this 
context, refer to Article 27, paragraph 2. This applies when the processing is only 
«occasional», for example. It also applies when the data is not from the «special 
categories» which we have discussed in detail above. At this point, it is furthermore 
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stated that the processing of this data may be considered «unlikely» to pose a risk 
to the rights and freedoms of natural persons. 

Those who do not process data from this categories on a «large scale» may not 
require a representative. Public authorities or public bodies do not generally 
require a representative. 

2.12 Group of undertakings 
The GDPR is aware that enterprises do not always operate independently, but may 
belong to a corporate group, for example. According to recital 27, a group of 
undertakings of this kind consists of «a controlling undertaking and its controlled 
undertakings». In this respect, the controlling undertaking should be «the 
undertaking which can exert a dominant influence over the other undertakings by 
virtue, for example, of ownership, financial participation or the rules which govern 
it». The authorisation to implement data protection provisions can also be 
interpreted as an attribute of a controlling undertaking. 

In recital 48, the GDPR states on the one hand that there can be a «legitimate 
interest» in transmitting personal data within the group of undertakings for 
internal administrative purposes. This also includes the processing of clients' or 
employees' personal data. 

On the other hand, it is important to acknowledge that the GDPR does not 
recognise any form of group exemption. Therefore, the transfer of personal data 
within a corporate group is in equal need for justification as the transfer of 
personal data to a third party. 

Recital 48 ultimately states that in individual cases and by way of exception, 
according to Article 6, paragraph 1f, corporate groups are able to invoke of the 
preservation of their «legitimate interests» when data are forwarded within a 
group. This can include a group-wide list of telephone numbers, for example. 
Therefore, recital 48 has sometimes been described as a «minor group 
exemption». 

Also of importance: Even if the forwarding of data is legitimate, the enterprises in 
the corporate group must conclude a data processing agreement, such as an 
agreement according to Article 26 («Joint Controller»). 

2.13 Supervisory authority concerned 
In Article 4, reference is made to three situations in which a supervisory authority 
can be considered to be «concerned», i.e. responsible: 
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1. When the «Controller» or «Processor» is established on the territory of the 
member state of that supervisory authority. 

2. When data subjects residing in the member state of that supervisory authority 
are «substantially affected» by the processing of the data. 

3. When a complaint has been lodged with that supervisory authority. 
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3 Key provisions and principles 
In the previous section, you read about the key terms and their relevance. The 
following section addresses some specific instruments which are either described 
in the GDPR itself or are generally recommended. We also explain some of the key 
basic principles of the General Data Protection Regulation, such as «Data 
Protection by Design». 

3.1 Principles for the processing of personal data 
Article 5 of the GDPR contains key statements on the way in which personal data 
are to be managed and exactly when they can be collected, requested saved and 
processed. These principles do not provide any guidance on what this will actually 
be like at the practical level. It is important, however, to become familiar with these 
basic statements. 

Article 5 states, for example, that the data should be processed «in a transparent 
manner in relation to the data subject». The keyword «transparent» comes into 
play again. In this respect, please refer to the «obligation to provide information» 
below. In other words: It is necessary for users to understand what happens to 
their data. 

Article 5 also states clearly that such data are only to be collected for «specified, 
explicit and legitimate purposes». The further processing must also be 
compatible with this initial purpose. 

In addition to this is the requirement for «data minimisation»: One may only 
collect as much information as necessary in relation to the purposes for which it 
is processed. In this respect, please refer to «Data Protection by Design and Data 
Protection by Default» below. These items are clearly designed to put a brake on 
overly zealous data collectors. Following from data minimisation is the principle 
that in the responsible enterprise, the data can only be accessed by those 
employees who actually need it. 

It is also necessary to ensure that the data are «accurate» and «kept up to 
date». Otherwise they must be either erased or rectified without delay. «Every 
reasonable step» must be taken to ensure that this takes place. 

Article 5, paragraph 1e, also adds the restriction to the effect that people are 
identifiable for no longer than it is necessary. Please also refer to the above 
explanations on «personal data» and «pseudonymisation». 



14 

Paragraph 1f provides final clarification of the necessity to ensure the integrity 
and confidentiality of the data. In other words: It is necessary to use the 
«appropriate technical or organisational measures» to prevent them from falling 
into the wrong hands or becoming destroyed or damaged. 

Article 5, paragraph 2 finally emphasizes that an enterprise («Controller») is not 
only responsible for ensuring that this occurs, but must also demonstrate 
compliance with it. Further information on all of these topics is provided 
subsequently in this section. 

3.2 Data Protection by Design and Data Protection by 
Default 
In the German version, these items are translated as: «Datenschutz durch 
Technikgestaltung und durch datenschutzfreundliche Voreinstellungen». This 
topic is covered in Article 25 of the GDPR. 

«Data Protection by Design» means that the data protection should play a role 
during the planning or application of an offer. By way of example, it is stated 
that pseudonymisation should be used from the outset where possible. A further 
example is that in the case of an email newsletter, the field for the entry of the 
name or the postal address is not made into a compulsory field. What is 
considered appropriate here is determined, among others, by: 

• the state of the art, 
• the costs of implementation, 
• the nature, scope, context and purposes of processing, 
• the differing likelihood of occurrence and the severity of the risks associated 

with the processing as regards the rights and freedoms of natural persons. 
 

«Data Protection by Default» furthermore provides that the default measures 
ensure the highest possible level of data protection for the user. It is known 
that this is frequently not the case with social networks in particular, because it is 
not in the meaning of the service provider. And while on the one hand, users have 
concerns about their private sphere, on the other hand, very few make the 
necessary changes to the appropriate settings. It is therefore obviously the case 
that the legislator intends to protect users from themselves and towards 
enterprises. 

As a general rule, it is certainly the case that personal data should only be 
processed which are actually required for the appropriate purpose. This obligation 
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refers to the quantity of the personal data to be collected, the scope of its 
processing, its storage periods and its accessibility. 

Finally, paragraph 3 states that certification may be used as an element to 
demonstrate compliance with these two items. 

3.3 Obligation to provide information 
One of the basic principles of the GDPR is to ensure that users are better 
informed about what exactly happens to their data, why their data is actually 
needed, and whom they can approach if they have any questions, problems or 
complaints. 

Article 13 lists several pieces of information that a processor of personal data must 
issue to a data subject. In this case, the following is important: This obligation is 
independent of the basis for justification according to Article 6, paragraph 1. It 
must therefore also be fulfilled if no consent is required, because the processing 
of the data is necessary for the performance of the contract (Article 6, paragraph 
1b), for example. And it must also take place «at the time when these data are 
obtained». As highlighted in recital 60, this is for the purpose of «ensuring a fair 
and transparent processing». 

A general derogation from this obligation to provide information applies if the data 
subject has already been informed. It is therefore sufficient for these items to be 
explained to a new user only once. 

Specifically, they should be informed of the following: 

• The name and contact details of the Controller and their representative. 
• The contact details of the Data Protection Officer if available. 
• The purposes for which the personal data are to be processed as well as 

the legal basis for this processing. 
• If the «legitimate interests» are invoked as the basis for the collection of 

this data (Article 6, paragraph 1, letter f), they have to be declared. 
• The recipient or the categories of recipients of personal data. 
• Whether the data is to be transferred to a third country or an 

international organisation. 
• The duration for which the personal data are saved or, if this is not possible, 

the criteria for the determination of this duration. 
• The clarification of various points: the right to information to the effect 

that one can request the rectification or erasure of the data, that it is 
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possible to object to the processing, as well as the right to data portability 
(see below). 

• Insofar as the processing is based on the consent of the user (Article 6, 
paragraph 1, letter a, or Article 9, paragraph 2, letter a), the provision of 
notification is required to the effect that this consent can be withdrawn 
at any time without affecting the legitimacy of the previous processing. 

• The existence of the right to lodge a complaint with a supervisory 
authority. 

• Whether the provision of the personal data is legally or contractually 
required or is necessary for the conclusion of a contract, whether the data 
subject is obliged to provide the personal data, and the possible 
consequences of failure to provide the data. 

• The existence of «automated decision making» including profiling. In this 
case, «meaningful information about the logic involved, as well as the 
significance and the envisaged consequences of such processing for the 
data subject» should also be provided. 

3.4 Data protection impact assessment 
In some cases, the compilation of a «Data protection impact assessment» may be 
required. Article 35 of the GDPR describes this. 

Here, it states that an assessment of this kind is required if the data processing 
«is likely to result in a high risk to the rights and freedoms of natural 
persons». This applies, «in particular, to the use of new technologies». The nature, 
scope, context and purposes of the processing can also justify such an obligation. 

Examples for especially sensitive information 

Article 35, paragraph 3 provides a list of examples for the types of data which make 
an impact assessment necessary. The especially sensitive information also 
includes, among others, the «personal aspects» relating to natural persons which 
serve as the basis for decisions, can «produce legal effects», or can «otherwise 
significantly affect» the data subjects. Explicit mention is also made of profiling – 
this is described in further detail above. Information relating to criminal 
convictions and offences is also listed and reference is also made to Article 9, 
paragraph 1. These are the «special categories of data» (see above). 

According to Article 35, paragraph 4, the responsible supervisory authority is now 
required to compile a list. This also states the processing sequences for which a 
data protection impact assessment is required. According to paragraph 5, the 
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supervisory authority can also publish a list of all the processes for which this is 
definitively not necessary. 

Contents of the impact assessment 

Article 35, paragraph 7 provides a list of the contents of the impact assessment: 

• A «systematic description of the envisaged processing operations» and the 
purposes of the processing, including, where applicable, the «legitimate 
interests» pursued by the controller. 

• An assessment of the «necessity and proportionality» of the processing 
operations in relation to the purpose 

• An assessment of the risks to the rights and freedoms of data subjects. 
• An overview of the «measures» to ensure the protection of personal data. 

These may be «safeguards, security measures and mechanisms». Proof 
should also be provided that «demonstrates compliance with this 
regulation, taking into account the rights and legitimate interests of data 
subjects and other persons concerned.» 

 

Further information on this topic is available in this Briefing from the data 
protection conference3. 

3.5 Record of processing activities 
The record of processing activities is something that enterprises should take very 
seriously. In cases of infringement, fines of up to 10 million Euros or 2 percent of 
the total worldwide annual turnover may be levied. An infringement is committed 
if the records are lacking, they are incomplete, or they are not provided upon the 
request of the supervisory authority. 

This is defined in Article 30 of the GDPR. This also contains an overview of what 
the records should contain. Appropriate templates are available from the Bavarian 
State Office for Data Protection Supervision – for both «Controllers4» as well as for 
«Processors5». 

At first glance, paragraph 5 of Article 30 stipulates an exception for «an enterprise 
or an organisation employing fewer than 250 persons». This is then subject to 
restrictions, however. The records should be available, for example, if the «data 

                                                                    
3 https://www.lda.bayern.de/media/dsk_kpnr_5_dsfa.pdf 
4 https://www.lda.bayern.de/media/dsk_muster_vov_verantwortlicher.pdf 
5 https://www.lda.bayern.de/media/dsk_muster_vov_auftragsverarbeiter.pdf 
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processing is not occasional». This should be the case with a standard payroll 
accounting system. 

Further information on this topic is available in the Information from the data 
protection conference6. A PDF with further explanations and certain examples is 
also available from the Bitkom Association. 

There is a piece of good news: The record can also provide proof of compliance 
with the provisions of the GDPR. This accountability obligation is described in 
Article 5, paragraph 2, and Article 24, paragraph 1. 

3.6 Data protection concept 
The GDPR does not stipulate the requirement for a data protection concept. In 
the interests of complying with the accountability obligations stated in the 
GDPR, such a paper is recommended, however. This is because, as stated in 
Articles 5 and 24, in cases of doubt, it is necessary for you to prove your 
compliance with the provisions of the GDPR. 

Such a data protection concept can also make life easier for the Data 
Protection Officer. It should also provide an overview of all the data processing, 
the relating measures, and the legal bases. It can also serve as a starting point for 
verifying the effectiveness of the data protection measures, as required in Article 
32. Further information on these topics is provided below. 

It also supplements the documents of the data protection impact assessment and 
the record of processing activities described above. 

For the structure of a data protection concept, the Datenschutz-Praxis magazine 
is recommended (in German)7: 

1. Objective and scope of validity 
2. Comprehensive data protection and security policy 
3. Responsibility for data protection in the enterprise (comprehensive and for 

special issues) 
4. Legal requirements, special contractual obligations 
5. Applicable documents 
6. Explanations on the protection requirement and processes to determine 

the protection requirement 
7. Measures for the processing security, comprehensive and for special 

categories of data 
                                                                    
6 https://www.lda.bayern.de/media/dsk_hinweise_vov.pdf 
7 https://www.datenschutz-praxis.de/fachartikel/pflegen-sie-das-datenschutzkonzept 
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8. Organisational guidelines (such as back-ups, anti-virus protection, logging) 
9. Rules for the case of job processing 
10. Processing record (BDSG) / Record of processing activities (GDPR) 
11. Instruction on the topic of data protection 
12. Regular data protection checks and audits 

 

Additional points which, according to our information, should be part of a data 
protection concept: erasure concept, rectification concept, process instructions 
for data breaches, notifications etc., training concept, determination of data 
protection coordinators in specialist departments, data protection guidelines, 
handbook, etc. 

3.7 Security of processing 
Following several cases of «breaches of data», the security of processing is also 
addressed in Article 32. Article 32 states the necessity to ensure «a level of 
security appropriate to the risk». 

A variety of criteria are stated for being able to assess what is appropriate: 

• the state of the art 
• the costs of implementation 
• the nature, scope, context and purposes of processing 
• the risk of varying likelihood 
• the severity of the risk as regards the rights and freedoms of natural 

persons 
 

Paragraph 2 goes into further detail on which risks are to be taken into account 
«in particular». These include: 

• destruction, loss, alteration 
• unauthorised disclosure 
• unauthorised access 

 

In addition, recital 75 contains a detailed list with examples of information which 
is associated with an especially high risk for data subjects. 

Possible measures 

In Article 32, the following are provided as examples of measures: 
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• pseudonymisation and encryption. 
• The ability to «ensure the ongoing» confidentiality, integrity, availability and 

resilience of processing systems and services. 
• The ability to restore the availability and access to personal data in a timely 

manner in the event of a physical or technical incident. 
• A process for regularly assessing and evaluating the effectiveness of 

measures that have been taken. 
 

Finally, recital 77 has some ideas on the ways in which the Controllers can find out 
what, specifically, should be done. Accordingly, this can take place «by means of 
approved codes of conduct, approved certifications, guidelines provided by the 
board or indications provided by a Data Protection Officer». 

Paragraph 4 of this article is also important. This states that «any natural person 
acting under authority» may only process the data on instruction. In this case, 
the only derogation applies if such persons are obliged to act otherwise due to a 
different law regarding the processing. 

3.8 Data Protection Officer 
The GDPR includes the first Europe-wide obligation for the designation of a 
Data Protection Officer. This obligation is stipulated in Article 37, when one of 
three criteria is fulfilled: 

1. This includes all public authorities and public bodies. The only derogation is 
courts «acting in their judicial capacity». 

2. Insofar as the «core activity» consists of processing operations which 
require a comprehensive, regular and systematic monitoring of data 
subjects on a large scale». 

3. Insofar as the «core activity» consists of processing special categories of 
data pursuant (see above and Article 9) or personal data relating to criminal 
convictions and offences (Article 10). 

 

Those who are not in one of these three categories can freely designate a Data 
Protection Officer. Paragraph 4 also states that this can also be required «by Union 
or member state law». In other words: Stricter, supplementary legislation may also 
exist on this topic. In Germany, this obligation applies in cases in which ten or more 
employees process data. 
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Qualification and tasks 

It is also important that the designated person is also qualified. According to 
paragraph 5, they are to be designated on the basis of professional qualities and, 
in particular, they must also have expert knowledge of data protection law and 
practice. 

The tasks of the Data Protection Officer are detailed in Article 39: 

• They must inform and advise the controller or the processor and the 
employees who carry out processing of their obligations pursuant to the 
GDPR. 

• They must monitor compliance with the provisions. 
• They must provide advice as regards the data protection impact 

assessment. 
• They must cooperate with and act as the contact point for their supervisory 

authority. 
 

It is important that the Data Protection Officer is not liable for compliance with the 
data protection, but that the enterprise is in its role of Controller, or under certain 
circumstances, that the executive team is personally liable. In this context, the 
respective details are disputed, however. 

Article 38 also provides details on the way in which a company should support 
and treat its Data Protection Officer. In this respect, it is necessary to ensure 
that this person receives the necessary information on time. They must not be put 
at a disadvantage due to their appointment. And it must be ensured «that in 
performing their tasks, the data protection officer does not receive any 
instructions regarding the exercising of those tasks». 

According to Article 37, paragraph 7, you must publish the contact details of the 
data protection officer and communicate them to the supervisory authority. 
In this context, the public authorities will implement a corresponding reporting 
process. If your enterprise does not have an establishment in Germany, the 
German data protection authorities will then be primarily responsible. 

The contact details of the Data Protection Officer are also to be provided on the 
website. In this respect, please refer to the «obligation to provide information» 
above. 
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3.9 In the event of a «data breach» 
The GDPR also states what should be done in the event of a «personal data 
breach», which is also commonly known as a «data leak». These include situations 
in which data disappear or are subject to unintentional or unauthorised changes. 
This also includes cases in which someone gains access to data without being 
authorised to do so – a «Hacker», for instance. 

Notification within 72 hours 

Article 33 states that such an incident must be notified to the responsible 
supervisory authority within 72 hours. If it takes long than this, it is necessary to 
provide reasons why. And it isn't necessary to take any action if «the personal data 
breach is unlikely to result in a risk to the rights and freedoms of natural persons». 
The drawing of the boundary in this context seems certain to be a future topic. 

Contents of the notifications 

Article 33, paragraph 3 also defines the specific information that is to be given 
to the supervisory authority. The supervisory authority must receive immediate 
and detailed information on what has happened, who is affected, who is 
responsible and what is being done to rectify the problem and to prevent it from 
happening again. If this information is not immediately available, this notification 
can also take place on a step-by-step basis. 

Article 34 describes what is to be communicated to the data subject and when. 
You must take immediate action if the data breach «results in a high risk to the 
rights and freedoms of natural persons». Your notification should also «describe 
in clear and plain language the nature of the personal data breach». As with the 
notification to the supervisory authority, you should also explain who is 
responsible, what has happened and the measures that you have taken and 
intend to take. 

In Article 34, paragraph 3, three situations are described in which it is not 
necessary to notify the data subjects. This is the case, for example, if the 
information has been encrypted to the extent that it is of no use to an 
unauthorised person. 

Speed is key 

As regards this topic, recital 85 states that in emergency cases, the legislator 
considers a speedy response to be of key importance. And recital 87 makes it clear 
that a Controller is also responsible for ensuring that rapid notification is provided 
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of data breaches and data leaks. In particular, it states that «all appropriate 
technological protection and organisational measures» must be taken «to 
establish immediately whether a personal data breach has taken place». 

Right of access 

Article 15 states that a data subject has the right to obtain «from the Controller 
confirmation as to whether or not personal data concerning him or her are being 
processed». If this the case, they are able to request the appropriate information. 
These include the purposes of the processing, the categories of personal data to 
be processed, the length of time for which they are to be saved, and more. 
According to Article 15, paragraph 3, the Controller should also provide a copy of 
the personal data. For any further copies requested by the data subject, the 
controller «may charge a reasonable fee based on administrative costs». 

This is described in further detail in recital 63. This states that the data subject 
should be able to exercise this right «easily and at reasonable intervals». Where 
possible, the Controller should be able «to provide remote access to a secure 
system» which would provide the data subject with direct access to his or her 
personal data. 

3.10  Right to be forgotten 
In addition to the excessive collection of data, the GDPR also aims to prevent its 
excessive storage. This is detailed in Article 17, which describes the «Right to be 
forgotten» or the «Right to erasure». 

In this respect, enterprises can be obligated to erase the data of data subjects 
«without undue delay» if one of the following points applies: 

• The personal data are no longer necessary in relation to the purposes for 
which they were collected or otherwise processed. 

• The data subject withdraws their consent (refer to Article 6, paragraph 1, 
letter a, or Article 9, paragraph 2, letter a), and where there is no other legal 
basis for the processing. 

• The data subject objects to the processing. This is also defined in Article 21. 
Accordingly, the enterprise must take this action insofar as is unable to 
prove that there are «overriding legitimate grounds for the processing». The 
«establishment, exercise or defence of legal claims» can also be a reason 
for rejecting such an objection. 

• The personal data have been unlawfully processed. 
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• The personal data are to be erased for compliance with a legal obligation in 
Union or Member State law to which the controller is subject. 

• Or the data subject was a child (refer to Article 8, paragraph 1). Recital 65 
states the following: «That right is relevant in particular where the data 
subject has given his or her consent as a child and is not fully aware of the 
risks involved by the processing, and later wants to remove such personal 
data, especially on the internet.» 

 

If the data has been made public, the straightforward erasure of one's own data 
holdings may be insufficient. Recital 66 states that it is also necessary to erase any 
links to, or copies or replications of the personal data saved elsewhere. Article 17, 
paragraph 2 states that it is also necessary to «inform» these bodies. 

Restrictions of this right 

None of these points apply if the processing of the data is necessary for one of the 
following reasons: 

• For exercising the right of freedom of expression and information. 
• For compliance with a legal obligation. 
• For the performance of a task carried out in the public interest or in the 

exercise of official authority vested in the controller. 
• For reasons of public interest in the area of public health (see Article 9, 

paragraph 2, letters h and i, as well as Article 9, paragraph 3). 
• For archiving purposes in the public interest, scientific or historical 

research purposes or statistical purposes (Article 89, paragraph 1), insofar 
as the right to be forgotten «is likely to render impossible or seriously impair 
the achievement of the objectives of that processing». 

• For the establishment, exercise or defence of legal claims. 
 

3.11 Right to data portability 
This right, which is defined in Article 20, aims to prevent «Walled Gardens» on the 
internet. Very few service providers make it easy for customers to approach their 
competitors. The basic idea: The data subject shall have the right to receive 
the personal data concerning him or her, such that the data subject can 
transfer such data to another service provider. The first paragraph specifically 
states that the data must be provided «in a structured, commonly used and 
machine-readable format». 
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This right only applies if the following two grounds apply: 

1. The processing is based on consent pursuant (Article 6, paragraph 1, letter 
a, or Article 9, paragraph 2, letter a), or a contract (Article 6, paragraph 1, 
letter b). 

2. And the processing is carried out «by automated means». 
 

Paragraph 2 also states that the data subject shall have the right to have the 
personal data transmitted directly from one controller to another – «where 
technically feasible». 
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About DSwiss 

DSwiss AG is a worldwide leading provider of highly secure digital services. Our 
flagship services are digital vaults for personal documents and passwords, 
technology for digital document delivery and secure file sharing. Our customer 
insight combined with unique GDPR compliant privacy protection will help speed 
up the time-to-market for novel, digital services that strengthen client retention, 
reduce costs and create new touchpoints with your clients. 
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